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*** START OF FIRST  MODIFICATION ***

[bookmark: _Toc445203646]5.1.2	General principles
A 3GPP network shall provide access to the intercepted Content of Communications (CC) and the Intercept Related Information (IRI) of the mobile target and services related to the target (e.g. Call Forwarding) on behalf of Law Enforcement Agencies (LEAs).
A target of a given 3GPP network can be a user subscribed to and operating in that 3GPP network, a user equipment operating in that 3GPP network (which is either the HPLMN or a VPLMN), or a user roaming from another 3GPP network or from any other network capable of using that 3GPP network. The intercepted CC and the IRI can only be delivered for activities on that given 3GPP network.
Interception may be performed in the network access (all or selected APNs) and/or by intercepting a specific service at the application layer (e.g. VoIP).  When interception is done on a per-service basis, only the IRI and CC defined for that service shall be delivered to the LEA, if authorized. National regulations will define the service to be intercepted.  
For interception, there needs to be a means of identifying the target, correspondent and initiator and related parties of the any targeted communication.    A means must exist for the operator to intercept communications based on long term or permanent identifiers associated with a target service or equipment, as identified by the LEA. To achieve interception, the operator may need to translate these into further associated identifiers, in order to identify the data to be intercepted. Target identities used for interception for each domain and service are target service and equipment associated with target use or any derived IDs from such elements that are to be defined in TS 33.107 [9] and TS 33.108 [10]. Examples of these identities are IMSI, MSISDN, NAI, Tel URI, SIP URI, for the target service and IMEI, MAC for the equipment. 
NOTE	1: 	Identifiers available in 3GPP networks may have different levels of authenticity.  For LI purposes, no additional authentication procedures for target identities are required.
In many cases, national regulation will require that LI activity is performed entirely within a particular legal jurisdiction, in line with the requirements in 5.1.2 and 5.1.4.
It is not permitted for a CSP to rely on another CSP or jurisdiction to ensure LI activity can occur. For example, a serving network shall not share LI target identies with a home network in the case of roaming or vice versa (as described in clause 5.1.4).
NOTE	2: 	LEAs will continue to need to specify the target of interception using long-term identifiers, such as IMEI or IMSI, even if the network uses other derived or temporary identifiers to identify the correct traffic due to the concealment of long-term identifiers for privacy reasons.
[bookmark: _GoBack]
*** END OF FIRST  MODIFICATION ***
*** START OF SECOND  MODIFICATION ***
[bookmark: _Toc445203648]5.1.4	Interception within the Home and Visited Networks for roaming scenarios
The requirements in this clause are additional to the requirements described elsewhere in this specification which apply to the home network in a roaming scenario.  
National regulations cover the definition of services and the definition of service provider categories which are subject to LI obligations. This can include how and which IMS services are considered to be covered. For the purpose of roaming, IMS VoIP Service or other 3GPP operator services (CS voice replacement) shall be considered equivalent to a CS voice service and therefore all requirements applicable to legacy CS voice (e.g. interception of voice in isolation from other services) shall be applicable to IMS VoIP Service or other equivalent services.
It shall be possible to intercept all basic voice, data and messaging services provided to a target by a network. The visited network shall be able to support the interception of all services without home network assistance or visibility, using the identifiers provided by an LEA as described in section 5.1.2. However, the visited network is not required to be able to intercept supplementary services (e.g. voicemail, home network based call forwarding) or 3rd party services not directly provided by the visited network.  However, national regulation may specify minimum LI capabilities, if such services are in the visited network then they shall be considered in scope for interception (subject to an applicable lawful authorisation). National regulations may require interception to take place in the home network for outbound roamers, where the user session is routed via the home network. There is no requirement to force traffic to the home network for this purpose. 

*** END OF SECOND  MODIFICATION ***
*** END OF ALL MODIFICATIONS ***

