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*** END OF FIRST  MODIFICATION ***
*** START OF SECOND  MODIFICATION ***
3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [13] and the following apply.

Application layer: As defined by Internet Engineering Task Force (IETF) in RFC 1123 [19]. 

Closed access mode: H(e)NB provides services only to its associated CSG members. A H(e)NB configured for closed access broadcasts a CSG Indicator and a specific CSG Identity.
CUPS: As defined in 3GPP TS 23.214 [x1], represents PLMN with architecture enhancements for control and user plane separation of EPC nodes.  
Hybrid access mode: H(e)NB provides services to its associated CSG members and to non-CSG members. A H(e)NB configured for hybrid access does not broadcast a CSG Indicator but does broadcast a CSG Identity.

IP layer: As defined by Internet Engineering Task Force (IETF) in RFC 1122 [18].

Interception Area: is a subset of the network service area comprised of a set of cells which defines a geographical zone.

Location Dependent Interception: is interception of a target mobile within a network service area that is restricted to one or several Interception Areas (IA).

Non-Local Identity: As defined by clause 5.1.2 General principles in TS 33.106 [7].

Open access mode: H(e)NB operates as a normal NodeB or eNodeB. A H(e)NB configured for open access does not broadcast either a CSG Indicator or CSG Identity.

S8 Home Routed (S8HR): The term as used in this standard represents a roaming architecture where PDN-GW and P-CSCF are located in the HPLMN and therefore, UE IMS signalling and media are routed directly to the HPLMN through S8 reference point. Roaming architecture with S8HR for VoLTE is described in GSMA IR.65 [71] clause 2.4.3.
Other LI specific definitions are given in TS 33.108 [11].

*** END OF SECOND  MODIFICATION ***
*** START OF THIRD  MODIFICATION ***
3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [13] and the following apply:

3GMS
3rd Generation Mobile Communications System

3G GGSN
3rd Generation Gateway GPRS Support Node

3G GSN
3rd Generation GPRS Support Node (GGSN/SGSN)

3G MSC
3rd Generation Mobile Switching Centre

3G SGSN
3rd Generation Serving GPRS Support Node

3G UMSC
3rd Generation Unified Mobile Switching Centre

AAA
Authentication, Authorization, and Accounting

ADMF
Administration Function

AGW
Access Gateway

AN
Access Network

AP
Access Provider

AS
Application Server

BBIFF
Bearer Binding Intercept and Forwarding Function
BM-SC
Broadcast-Multicast Service Centre

BSF
Bootstrapping Serving Function

B-TID
Bootstrapping Transaction Identifier

CC
Content of Communication
CS
Circuit Switched

CSCF
Call Session Control Function

CSG
Closed Subscriber Group

CSP
Communications Service Provider

CUPS
Control and User Plane Separatation of EPC nodes
DF
Delivery Function

DSMIP
Dual Stack Mobile IP

ECT
Explicit Call Transfer

EPC
Evolved Packet Core

ePDG
Evolved PDG

EPS
Evolved Packet System

E-UTRAN
Evolved UTRAN

FTP
File Transfer Protocol

GBA
Generic Bootstrapping Architecture

GGSN
Gateway GPRS Support Node

GPRS
General Packet Radio Service

GSM
Global System for Mobile communications

GSN
GPRS Support Node (SGSN or GGSN)

HA
Home Agent

HeMS
HeNB Management System

HeNB
Home enhanced NodeB

HeNB GW
HeNB Gateway

H(e)NB
Home and Home enhanced NodeB

HI
Handover Interface

HLR
Home Location Register

HMS
HNB Management System

HNB
Home NodeB

HNB GW
HNB Gateway

HRPD
High Rate Packet Data

HSS
Home Subscriber Server

IA
Interception Area

IBCF
Interconnecting Border Control Function

ICEs
Intercepting Control Elements (3G MSC Server, 3G GMSC Server, P-CSCF, S-CSCF, SGSN, GGSN, HLR, AAA Server, PDG, MME, S-GW, PDN-GW, HSS)

IETF
Internet Engineering Task Force

IM-MGW
IMS Media Gateway

IMEI
International Mobile station Equipment Identity

IMS
IP Multimedia Core Network Subsystem

IMS-AGW
IMS Access Gateway

IMSI
International Mobile Subscriber Identity

INEs
Intercepting Network Elements (3G MSC Server, 3G GMSC Server, P-CSCF, S-CSCF, SGSN, GGSN, MGW, HLR, AAA Server, PDG)

IP
Internet Protocol

IP-SM-GW
IP-Short-Message-Gateway
IRI
Intercept Related Information

I-WLAN
Interworking WLAN (3GPP WLAN interworking subnetwork)

LALS
Lawful Access Location Services

LAN
Local Area Network

LBO
Local Breakout

LCS
Location Services

LDI
Location Dependent Interception

LEA
Law Enforcement Agency

LEMF
Law Enforcement Monitoring Facility

LIPA
Local IP Access

LMISF
LI Mirror IMS State Function

LPCF
LI Policy Control Function
LTE
Long Term Evolution

MBMS
Multimedia Broadcast/Multicast Service

MF
Mediation Function

MGCF
Media Gateway Control Function

MGW
Media Gateway

ME
Mobile Entity

MIP
Mobile IP

MM
Multimedia Message

MMBox
Multimedia Message Box
MME
Mobility Management Entity

MN
Mobile Node

MRF
Media Resource Function
MSISDN
Mobile Subscriber ISDN Number

NAF
Network Application Function

NAI
Network Access Identifier

NO
Network Operator

PCRF
Policy and Charging Rules Function

P-CSCF
Proxy CSCF

PDG
Packet Data Gateway

PDN
Packet Data Network

PDN-GW
PDN Gateway

PMIP
Proxy Mobile IP

PoC
Push to talk over Cellular

PS
Packet Switched

RA
Routing Area

RAI
Routing Area Identity

S8HR
S8 Home Routing
SAI
Service Area Identity

S-CSCF
Serving CSCF

SeGW
Security Gateway

SGSN
Serving GPRS Support Node

SIP
Session Initiation Protocol

SMS
Short Message Service

S-GW
Serving Gateway

SR-VCC
Single Radio Voice Call Continuity

SX3LIF
Split X3 LI Interworking Function

TEL URI
"tel" URI, as defined in RFC 3966 [ 36]

TLS
Transport Layer Security

TrGW
Transit Gateway

TRF
Transit Routing Function

TWAN
Trusted WLAN Access Network

UE
User Equipment

UMTS
Universal Mobile Telecommunication System

URI
Universal Resource Identifier

URL
Universal Resource Locator

VoIP
Voice over IP

VoLTE
Voice over LTE

WLAN
Wireless LAN

WAF
WebRTC Authorisation Function

WebRTC
Web Real Time Communications

WIC
WebRTC IMS Client

WWSF
WebRTC Web Server Function

*** END OF THRD MODIFICATION ***
*** START OF FOURTH MODIFICATION ***
12.1
LI functional architecture for EPS

In addition to the reference configurations applicable to PS interception, the following figures contain the reference configuration applicable for the lawful interception in the EPS nodes (TS 23.401 [22], TS 23.402 [23]):
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Figure 12.1.1: MME Intercept configuration
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Figure 12.1.1a: Configuration for Intercept of HeNB
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Figure 12.1.2: HSS Intercept configuration
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Figure 12.1.3: S-GW, PDN-GW, ePDG Intercept configuration
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Figure 12.1.4: Intercept Configuration for SGW and PGW with CUPS
The definition of the LI functional entities (ADMF, DF, MF, LEMF) and interfaces (X, HI) is the same as for 3G as given in chapter 4. Packet Header Information Reporting is a national option. For Packet Data Header Information reporting, a S-GW/PDN-GW either isolates the relevant data and sends it to the DF2 or sends the packet stream to another entity in the network (e.g., DF3) for isolation which then provides the relevant data to the DF2.
Procedures for LI activation, deactivation and interrogation are the same as for 3G as given in chapter 5, provided that:

-
the 3G ICE is replaced by the EPS node;

-
the proper target identity applicable to EPS node is used.

When the SGSN is used as node in the Evolved Packet System, to support 2G/3G access and mobility between E-UTRAN and pre-E-UTRAN 3GPP radio access technologies, it is subjected to all the related PS requirements specified throughout this document.

Figure 12.1.1a depicts how the HeNB location information is transferred from the HeNB location verifying node per TS 33.320 [34] to the DF2 via an Xv interface, in order to allow the DF2 to perform its functionality. The public IP Address of the HeNB is provided to the HeNB location verifying node. The manner that the HeNB location verifying node provides the DF2 with the HeNB location and HeNB IP Address is outside the scope of this document. Additional information on HeNB interception is found in Clause 13.
Figure 12.1.4 depicts the LI configuration for SGW and PGW with PLMN implementing CUPS (see 3GPP TS 23.214 [x1]). This is described in subclause 12.X.  The Sxa’ and SXb’ are the LI specific instances of Sxa and Sxb reference points. 
The target identities for 3GPP HeNB interception can be IMSI, MSISDN, IMEI, or ME Id. Use of the HeNB ID or the CSG ID as a target identity is FFS.
*** END OF FOURTH MODIFICATION ***
*** START OF FIFTH MODIFICATION ***
12.X
Functional Requirements for LI in case of Control and User Plane Separation
12.X.1
Background
As defined in 3GPP TS 23.214 [x1], the Serving Gateway and PDN Gateway may have separated control plane and user plane functions. The control plane (CP) functions (Serving Gateway-C and PDN Gateway-C) provide the traffic forwarding rules (referred to as Forward Action Rules in 3GPP TS 23.214 [x1]) to the user plane (UP) functions (Serving Gateway-U and PDN Gateway-U).  The UP functions forward the user plane traffic as per the Forward Action Rules.  
As defined in subclause 12.1 of the present document, the Serving Gateway and PDN Gateway provide the LI functions for the EPC packet data interception. As defined in subclause 15.2, a PDN Gateway can also provide the CC Intercept Function for an IMS-based VoLTE. As defined in clause 20, the BBIFF functions of an S8HR LI functions may be implemented within a Serving Gateway. Therefore, the LI functions available in the Serving Gateway and PDN Gateway shall be carried over to the split Serving Gateway and PDN Gateway with the new CUPS architecture. 
12.X.2
LI Architecture with CUPS
12.X.2.1
Overview

With CUPS, all the signalling related interfaces (i.e., control plane data) terminate at the Serving Gateway C and PDN Gateway-C. Therefore, the IRI related LI functions provided within a Serving Gateway and PDN Gateway for EPC packet data interception shall be provided by the Serving Gateway-C and PDN Gateway-C respectively. The X2 reference point terminates at the Serving Gateway-C and PDN Gateway-C.  
With CUPS, user plane data pass through the Serving Gateway-U and PDN Gateway-U. Therefore, the duplication of user plane data to support the CC interception for EPC packet data shall be done at the Serving Gateway-U and PDN Gateway-U. A new LI specific functional element referred to as Split X3 LI Interworking Function (SX3LIF) is defined. 
NOTE 1:
The SX3LIF can be co-located with a UP function or a CP function or can be a standalone point. 
The UP function duplicates the user plane packets of the traffic to be intercepted (identified by the packet detection rules) as instructed by the CP function and then sends the duplicated user plane packets to the SX3LIF over the X3u reference point. The CP function also provides the forwarding action rules to the UP function which enables the UP function to determine how to send the duplicated user plane packets over the X3u reference point to the SX3LIF. The CP function provides the intercept control information (such as correlation identifier, target identity, and intercepted packet identification rules) to the SX3LIF over the X3c reference point. The SX3LIF receives the user plane packets from the UP function (over the X3u reference point), associates the user plane packets to the target interception based on the intercept related information that it received from the CP function (over the X3c reference point) and then delivers the CC to the DF3 over the X3 reference point. 
The LI architecture for EPC packet data interception with CUPS is depicted in the following figure 12.1.4. 
NOTE 2:
The present document defines an LI architecture for CUPS where CUPS has been applied to single operator PLMN.
12.X.2.2
Packet detection rules

The packet detection rules allow the UP function to determine which user plane packets are duplicated and sent to the SX3LIF.    
NOTE:
The packet detection rules may be different for Serving Gateway-U and PDN Gateway-U. For example, the packet detection Rules for a Serving Gateway-U may be based on the GTP tunnel Id of the bearer from which the user plane packets are to be duplicated and forwarded to SX3LIF. The Packet detection rules for a PDN Gateway-U may be based e.g. on the UE IP address sent to, received from, which the user plane packets are to be duplicated and forwarded to SX3LIF.

12.X.2.3
Forwarding action rules

The forwarding action rules indicate how the UP function is to forward the duplicated packets to the SX3LIF over the X3u reference point. The information such as the destination IP address at the SX3LIF and the GTP tunnel Id of the tunnel toward which the duplicated packets are sent on the X3u reference point may be part of the forwarding action rules.  
12.X.2.4
Intercepted packet identification rules

The intercepted packet identification rules allow the SX3LIF to identify and associate the user plane packets received over the X3u reference point to the target intercept information. Part of the forwarding action rules (e.g. the information such as destination IP address of X3u tunnel, GTP tunnel Id of the X3u tunnel), target identity and correlation identifier are part of the intercepted packet identification rules. 

The SX3LIF uses the IP address and the GTP tunnel Id of the tunnel on the X3u reference point to associate the received user plane packets with the target intercept information that it receives from the CP function over X3c reference point. 
12.x.3
Provision of Content of Communications
12.X.3 1
Interception for Serving Gateway

When the CC interception is required and is to be done at the Serving Gateway, the Serving Gateway-C shall send/activate the following information to the Serving Gateway-U: 

· Packet detection rules as described in subclause 12.X.2.2  
· Forwarding action rules as described in 12.X.2.3
· An indication to perform the packet duplication and forward the same to the SX3LIF.

In addition, the Serving Gateway-C shall send the following information to the SX3LIF:  
· target identity

· correlation identifier
· Intercepted packet identification rules as described in subclause 12.X.2.4.   
The Serving Gateway-U shall identify the user plane packets as per the packet detection rules (subsclause 12.X.2.2) and shall forward the packets to the SX3LIF over the X3u reference point as per the forwarding action rules (subclause 12.X.2.3). The SX3LIF shall associate the user plane packets to the target interception as per the intercepted packet identification rules and shall deliver the CC to DF3 over the X3 reference point as defined in the subclause12.2.2 and subclause 12.4.2.  

12.X.3.4
Interception for PDN Gateway

When the CC interception is required and is to be done at the PDN Gateway, the PDN Gateway-C shall/activate send the following information to the PDN Gateway-U. 

· Packet detection rules as described in 12.X.2.2 

· Forwarding action rules as described in 12.X.2.3
· An indication to perform the packet duplication and forward the same to the SX3LIF. 

In addition, the PDN Gateway-C shall send the following information to the SX3LIF:  

· target identity

· correlation identifier

· Intercepted packet identification rules as described in 12.X.2.4.   
The PDN Gateway-U shall identify the user plane packets as per the packet detection rules (subsclause 12.X.2.2) and shall forward the packets to the SX3LIF over the X3u reference point as per the forwarding action rules (subclause 12.X.2.3). The SX3LIF shall associate the user plane packets to the target interception as per the intercepted packet identification rules and shall deliver the CC to DF3 over the X3 reference point as defined subclause 12.4.2 and subclause 12.5.2.  

12.X.4
Provision of Intercept Related Information
12.X.4.1
Interception at the Serving Gateway

When the IRI interception is to be done at the Serving Gateway, the Serving Gateway-C shall deliver the IRI over the X2 reference point to DF2 as defined in subclause 12.2.3, and subclause 12.4.3 with the following exception:

· The Serving Gateway-C:

·  informs the SX3LIF to generate the IRI events that require access to the user plane packets (e.g. packet data header information), and
· provides information to the Serving Gateway-U as it does for CC interception in accordance with 12.X.3.1.
· The SX3LIF delivers the IRI events that require access to the user plane packets (e.g. packet data header information). 
12.X.4.2
Interception at the PDN Gateway

When the IRI interception is to be done at the PDN Gateway, the PDN Gateway-C shall deliver the IRI over the X2 reference point to DF2 as defined in subclause 12.2.3, subclause 12.3.3, subclause 12.4.3 and subclause 12.5.3 with the following exception:

· The PDN Gateway-C:


· informs the SX3LIF to generate the IRI events that require access to the user plane packets (e.g. packet data header information), and

· provides information to the PDN Gateway-U as it does for CC interception in accordance with 12.X.3.2. 

· SX3LIF delivers the IRI events that require access to the user plane packets (e.g. packet data header information). 

. 







*** END OF FIFTH MODIFICATION ***
*** START OF SIXTH MODIFICATION ***
15.2.X
CC Interception with CUPS 
With control and user plane separation of PDN-GW, the LI architecture defined in subclause 12.X shall be used to provide the CC Intercept Function at the PDN-GW with the following extensions: 

·  The PDN Gateway-C shall receive the CC intercept trigger from the CC Intercept Triggering Function.   
· The PDN Gateway-C shall use the target identity and correlation identifier received from the CC Intercept Trigerring Function to notify the SX3LIF. 

· The PDN Gateway-C shall send the packet detection rules (as decribed in sub-clause 12.X.2) to intercept the user plane packets from the media bearer to the PDN Gateway-U. 
The PDN Gateway-U shall forward user plane packets to the SX3LIF as described in subclause 12.X. The SX3LIF shall deliver the CC to the DF3 over X3 as described in the subclause 12.X and the subclause 15.2.    
*** END OF SIXTH MODIFICATION ***
*** END OF ALL MODIFICATIONS ***
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